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Compliant Data Center Platforms and Cross Connected Clouds
Serve as the On-Ramp for High Growth SaaS Solutions

Once characterized as the world’s largest non-com-
mercial enterprise, the U.S. Federal Government is
evolving rapidly and beginning to mirror the com-
mercial market as they leverage new technology and
strategies to meet growing IT demands.

According to Gartner’s 2015 CIO Survey, 83 percent of
ClOs consider cloud Infrastructure as a Service (laaS)
as an infrastructure option, and 10 percent are already
cloud-first with cloud laaS as their default infrastruc-
ture choice! This is reflected in the Government IT
market where Gartner forecasts spending on cloud
technologies to more than double from $3.5 billion to

$8 billion in 2019.2

Individual agencies are responding by seeking out-
sourced IT solutions from proven federal systems in-
tegrators (FSls) and service providers specializing in
compliant-grade “as a service” offerings that deliver
business value.

“Business value” is a key term. With diminishing bud-
gets on one hand, and increased demand from citi-
zens for anytime, anywhere access to information and
services on the other, federal CIOs no longer have the
time to worry about the underlying IT infrastructure
fueling their applications. Instead, they must focus on
how the digitization of business may be impacting the
performance and compliance of citizen-facing appli-
cations across all sectors, including transportation,
public safety, law enforcement, education and health-
care,

This digitization of business is an international phe-
nomenon sweeping through all sectors of the glob-
al economy including the public sector. Widespread
adoption of cloud, mobile and social technologies - all
interlinked with the Internet of Things - is dissolving
traditional barriers across industries. Old business and
service models are breaking down under the weight
of costly, inefficient processes that produce inconsis-
tent outcomes.

Government CIOs recognize that agility and innova-
tion are needed if their institutions are to successful-
ly adapt in this fluid digital landscape. They are in-
creasingly focused on developing IT strategies that
consider all available options for on-site and off-site
environments to meet changing demand in both
predictable and unpredictable situations. And being
capped at the physical boundaries of a data center
does not make sense when rich, FedRAMP-compliant
cloud platforms are at their disposal that can be in-
tegrated into an overall IT strategy allowing them to
better meet demand.

According to the Gartner research note 2075 C/O
Agenda: A Government Perspective (found in its en-
tirety below), "By embracing management approach-
es that balance speed and stability such as bimodal
IT and adaptive sourcing, Government ClIOs can be-
come the leading ‘design-for-change’ agent on their
agency’s senior executive team.”

Technology options are expanding but hybrid cloud
continues to gain momentum empowering govern-
ment organizations to leverage existing investments
in applications and infrastructure, and avoid the com-
plexity of having to rewrite applications to work on a
public infrastructure.

“VMware vCloud® Government Service provid-
ed by Carpathia™ provides FSls with a wide
range of benefits - most notably the ability to
accelerate time to value by leveraging the same
VMware technology that is already being suc-
cessfully used in many agencies today to deliv-

er compliant, cloud-based solutions,” said Alan

Boissy, Product Manager, vCloud Government
Service, VMware.

1. Gartner press release - Gartner Says Worldwide Cloud Infrastructure-as-a-Service Spending to Grow 32.8 Percent in 2015, May 18, 2015

2. Gartner research note - Market Trends: U.S. Federal Cloud Market - Beyond the Hype, March 24, 2015.



Impact to the Vendor Community
This shifting digital landscape is also pushing the
vendor community to refine and align their offerings,
while strategic partnerships are delivering new levels
of performance, compliance and trust. A variety of
vendors are targeting the federal market in new and
different ways based on their heritage.

*  Telecom providers continue to leverage their ex-
isting infrastructure and are now trying to add
value beyond storage and compute capacity.

«  Commercial cloud providers offer a significant
value proposition by tailoring their offerings to
the requirements of the federal market.

e Traditional hardware vendors are marketing
“cloud-like” data center modernization and are
evaluating FedRAMP Authorizations to Operate
(ATOs).

* Data Center and technology providers are col-
laborating on compliant Infrastructure-as-a-
Service (laaS) solutions and are delivering hy-
brid environments that are designed to run new
and existing applications in exactly the same
way, giving government organizations applica-
tion and data mobility.

* Traditional independent software vendors (ISVs)
areexploring how to re-architect and deliver their
applications through a Software-as-a-Service
(SaaS) model to increase value for agency cus-
tomers. At the same time, they should examine
existing FedRAMP-approved platforms that can
significantly increase speed to market.

“It used to just be about selling ‘the cloud’”
said Stu Fleagle, Vice President Government
Solutions, QTS. “What we have learned is that the
public cloud in and of itself is not a business solu-
tion. The underlying infrastructure is important,

but the focus must be on creating comprehen-

sive business solutions that deliver the benefits of
the cloud. When these solutions are built on top
of proven, FedRAMP-compliant laaS platforms, it
provides added speed to market.”

“By leveraging the VMware vCloud Government
Service provided by Carpathia, Zipit is able to
bring the first FedRAMP-compliant critical mes-
saging solution to the Federal market,” said Ralph
Heredia, Co-Founder of Zipit Wireless, Inc. “The
controls provided within this environment ensure
that confidential PIl and PHI data is protected

according to the rigorous security standards ex-

pected by our Federal healthcare customers.”

The On-Ramp for High Growth SaaS
Solutions

FSls and ISVs are uniguely positioned to leverage a
FedRAMP-compliant 1aaS to build and deliver high
performance business solutions to agency customers.

SaaS solutions built on a FedRAMP-compliant laaS
platform remove the IT infrastructure management
burden for these businesses, allowing them to focus
on what they do best - meeting mission needs and
delivering useful applications.

When evaluating potential laaS platforms, FSIs and
ISVs should take a close look at VMware vCloud®
Government Service provided by Carpathia™ (A
QTS Company). vCloud Government Service is a Fe-
dRAMP-compliant hybrid cloud service built on the
award-winning VMware vSphere® platform already
being used in many federal data centers across all
branches of government.

vCloud Government Service is engineered to support
agile cloud use cases with the greatest performance

and financial benefits, such as:

« Expanding capacity without additional capital
expenditure

« Extending critical applications to the cloud
with scale-out capabilities

« Next generation cloud-native and mobile ap-
plications

e Using the cloud for disaster recovery and
backup solutions

«  Q/A, development and testing functions

Gartner Report with VMWare and Carpathia
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vCloud Government Service is an isolated communi-
ty cloud that can only be used by U.S. federal, state

and local agencies, education organizations and

the supporting vendor community with a FedRAMP
compliance mandate for moving sensitive workloads
to the cloud.

By leveraging vCloud Government Service as its
infrastructure baseline, FSIs and ISVs can build and
deliver SaaS solutions that securely extend their
customers’ data centers and workloads to the cloud
rapidly, easily and confidently, using a more sup-
portive and cross-connected cloud infrastructure
that has received a FedRAMP ATO from the Joint
Authorization Board (JAB).

vCloud Government Service is the only true enter-
prise-class hybrid cloud solution where both on-site
and off-site IT environments are not just connected
and integrated with common management, but are
designed to run existing and new applications in
exactly the same way.

FSlIs and ISVs can now build comprehensive solu-
tions for government organizations without having
to re-architect or rewrite code for the cloud. Instead,
they can focus on leveraging what the cloud brings
to deliver business value to their customers’ mission
responsibilities.

With more than 20 years of experience delivering
compliant IT solutions, QTS has in-depth knowl-
edge and experience with government compliance.
Through the company’s strategic partnership with
VMware as the operator of vCloud Government
Service, QTS has a strong track record managing
mission-critical government systems for cabinet-level
agencies, Department of Defense agencies, military
services and Legislative and Judicial branches of
government.

In addition to operating some of the most se-

cure and compliant facilities in the world, QTS

has achieved more than 50+ ATOs across civilian,
defense and intelligence agencies. The team can
help streamline the ATO process for the FSI and ISV
community - reducing costs and increasing time to
value for SaaS-based solutions.

“We are pleased to work with the world’s leading
FSlIs and ISVs to enable them to deliver compliant
grade SaaS solutions for their customers on top
of VMware’s FedRAMP-compliant laaS platform,”
said Stu Fleagle, Vice President, Government
Solutions, QTS. “The real advantage is the flexi-
bility and scalability it brings to the business own-
er of the solution. By using vCloud Government
Service as a flexible infrastructure platform, FSls
and ISVs can build business solutions that quickly
and easily move workloads across multiple envi-
ronments -- either on-premise, off-premise or as

a hybrid solution in QTS’s ultra-secure, Northern

Virginia Vault facility. Our partnership with the FSI
and ISV community takes care of the integration
and heavy lifting freeing up the government cus-
tomer to focus on the value delivered from their
critical applications.”




Gartner

2015 CIO Agenda: A Government Perspective

The Gartner 2015 CIO Survey describes how
information, technology, value and people leadership
must change in a “digital now, digital first” world. This
research presents the CIO agenda for government
and notes key differences among jurisdictions and
geographic regions.

Key Findings
* Infrastructure, analytics and cloud computing
are the top three technology priorities for gov-
ernment ClOs in all tiers and regions, but the
adoption of cloud services in government lags
behind other industries.

e The global percentage of state, local or region-
al government IT program budgets that are in-
creasing or flat is similar to the private sector
(84% versus 85%), whereas 71% of federal and
national government agencies indicate their
budgets are increasing or flat.

e The digital world creates new types and in-
creased levels of risk in government, according
to 91% of ClOs.

e Atotal of 75% of government ClOs recognize they
need to change their leadership style in the next
three years, shifting from a command-and-control
stance to more vision-led and inspirational.

Recommendations
* Evaluate and implement your top technology
priorities by using a bimodal IT approach to
maintain a stable, secure IT environment while
pursuing innovative projects that leverage cloud,
mobile, social and information analytics technol-
ogies and the Internet of Things.

e |dentify shadow IT expenditures and treat
them as a line item in the enterprise IT budget.
Establish collaborative governance practices
that allow business units to act as technology

startups while obtaining full value from IT invest-
ments and information assets for the enterprise.

« Inform elected officials, agency executives and
project teams that the discipline of risk manage-
ment is falling behind the pace of digital change,
and tolerance for acceptable levels of risk must
increase.

«  Become a bimodal CIO by formally assessing
your personal style and taking active steps to
reduce your command-and-control activities
to spend more time coaching staff (mentoring)
and on= strategic planning (vision).

Analysis

The digitalization of business is an international
phenomenon sweeping through all sectors of the global
economy, including the public sector. Widespread
application of cloud, mobile, social and information
technologies — often expressed in the synergistic
effects of big data analytics and smart devices
connected by the Internet of Things — is dissolving
traditional barriers across industries. Old business and
service models are breaking down under the weight of
costly, inefficient processes that produce inconsistent
outcomes. All industries are challenged by the rise of
agile and fluid ecosystems capable of using digital
data to quickly discover and exploit new opportunities
or to solve long-standing problems

The digitalization of business and the digitalization of
society are interlinked. Governments in every tier and
in all geographies are deeply affected by the “digital
cultural revolution” that is underway. The missions
and goals of government programs such as public
safety, defense, healthcare, social services, revenue and
taxation, or community development and regulation
might remain largely unchanged. However, when it
comes to the performance and value of government, the
expectations of elected officials and citizens have never
been higher. In a digital society, government programs

Gartner Report with VMWare and Carpathia
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will be evaluated and funded based on overall citizen
experience, including performance outcomes produced
by retail-grade multichannel access to government
services and the immediacy of accurate, personalized
responses. Gartner defines digital government as
government designed and operated to take advantage
of digital data in optimizing, transforming and creating
government services.

Gartner advises ClOs to step up as pivotal leaders
who can help their organizations deliver on the digital
promise by “flipping” their information, technology,
value and people leadership practices.

Government CIOs recognize that innovation and
agility are needed if government institutions are to
successfully adapt in a fluid digital landscape. By
embracing management approaches that balance
speed and stability, such as bimodal IT and adaptive
sourcing, government ClOs can become the leading
“design-for-change agent” on their agency’s senior
executive team. In this research, we highlight key

trends orissuesthat are specific to the 343 government

ClOs who participated in the Gartner 2015 CIO Survey
and compare their responses to those of 2,467 CIOs
in other industries (see Appendix).

Digital Has Moved to Center Stage
in Government — Have You?

Gartner’s 2015 CIO survey, when correlated with our
most recent industry CEO survey, indicates ClIOs not
only aspire to leading digital business change, they
expect it. Private sector CEOs, on the other hand,
see digital leadership as a collaborative effort among
many executives throughout the organization. Figure
1 compares government CIO perspectives on how
they anticipate their agency’s chief executive will
distribute relative responsibility for leading digital
innovation with those of other industries and private
sector CEOs. Although Gartner’'s CEO survey does
not include executive leaders from the public sector,
Gartner advises government ClOs to speak with the
executive director of their agency about who they
expect to lead digital innovation. At a minimum, such
a conversation will bring insight to a topic that may
have not been fully considered previously.

Figure 1. CIO and CEO Views on Who Will Lead Digital Change

Federal and State, Local and
National ClIOs | Intelligence ClOs| Regional ClOs

Government: All Geographies

Numbers may not total 100% due to rounding.
Source: Gartner (January 2015)

All Other
Industries

75%

m The CIO

» Business Unit
Leaders

» Other CxO Roles




The heavy presence of legacy technologies in
government puts innovation on a path of incremental
service delivery improvement, which often reflects
the organization’s inside-out perspective rather
than the outside-in view of citizen experience. To
demonstrate digital leadership in government, ClOs
must flip their approach from supporting the business
with information technology, to starting with the
digital world and what is possible — thinking cloud,
mobile and situational context first — and then to
considering, “How do we get there from here?” using
information and technology.

This technology-centered paradigm is reflected by the
No. T and No. 2 positions that infrastructure and data
center holds among government and private sector
ClOs, respectively, as their top technology priorities
in 2015 (see Figure 2). However, with vendors such as
Accenture, Amazon Web Services, Google, Microsoft,
Dell or Carpathia and VMware capturing more of the
public sector cloud market, it is highly probable that
government IT organizations will slowly reduce their
role as providers of infrastructure and data center
operators. Instead, they will serve as a broker of those
foundational services and orient IT capabilities from
“legacy first” to “digital first” by inserting a “Why not
cloud?” step into all planning. In the U.S,, this trend
is reflected among state ClIOs as they consider the
advantages of private, public, community and hybrid
cloud sourcing strategies!

By shifting the management and provisioning of
infrastructure to centralized government shared-
service entities or to viable commercial vendors,
government ClOs can lead by example and update
IT management techniques to adopt the design-for-
change mindset that is essential in the digital age.

Figure 2 also indicates a similarity among the top
five technology priorities for the private and public
sectors. When it comes to embracing the disruptive
capabilities of the digital revolution, government ClOs
are roughly on the same footing as many of their
commercial counterparts.

This may not be the case for very long. Government
ClOs are hampered by complex legacy IT environments
that must be simplified and modernized. Federal and
national ClOs place legacy modernization as their No.
5 investment priority, while it is No. 8 for state, local
and regional (SLR) CIOs. For private sector CIlOs,
legacy modernization ranks 11th.

There is a risk that circumstances such as deferred
infrastructure investments are forcing government
ClOs to “renovate the core” of IT at the expense of
deploying new user-centric systems and services,
such as CRM, industry-specific applications and
enterprise applications, all of which rank low on
the priority list. Government may find itself quickly
outpaced by the commercial sector in the adoption
of more innovative and leading-edge technologies
such as SMART technologies: sensor networks and
the Internet of Things, maker machines such as 3D
printing, augmentation of humans with devices
or smart decision-making systems, robotics, and
thinking machines.

Despite being in the top five technology priorities,
securing the funds to invest in legacy modernization
may be a stretch for ClOs, especially for those at
the federal or national level. As Figure 3 illustrates,
approximately 30% of federal and national ClOs are
dealing with decreasing IT budgets. This compares
with 15% of SLR government CIOs who have the same
challenge. A significant number of SLR CIOs (44%)
report their budgets are increasing, which places
them on a par with other industry ClOs (47%).

Gartner Report with VMWare and Carpathia
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Figure 2. Top Technology Priorities in Government and Industries for 2015

Government: All Geographies
Federal Defense State,
and and Local and | All Other
National |Intelligence | Regional | Industries

Infrastructure and Data Center 1 1 1 2
Business Intelligence and Analytics 2 5 3 1
Cloud 3 3 4

Mobile 4 4 2 5
Legacy Modernization 5 - 8 11
Security 6 7 7

Networking, Voice and Data Communications 7 2 6

Application Development 8 - - -
Digitalization/Digital Marketing e] 9 6
ERP 10 6 5 3
IT Services/Automation 11 - -
Industry-Specific Applications 12 - 11 10
Enterprise Applications - 11 10 12
Continuity - - 12 -
Consolidation - 8 - -
Desktop - 10 - -
Skills - 12 - -
CRM - - - 8

Federal and National (N = 125), Defense and Intelligence (N = 41), State, Local and

Regional (N = 177), All Other Industries (N = 2,467)

Source: Gartner (January 2015)

However, at the SLR level, these IT budget figures
reflect a strong regional variation. For example, 27% of
the SLG CIOs surveyed in the Europe, the Middle East
and Africa (EMEA) region indicate their IT budgets
are declining, whereas only 9% of the SLG CIOs in
North America report the same.

Similarly, the issue of declining budgets appears to be
particularly acute according to survey responses from
government CIOs in all tiers in the Asia/Pacific region.

All IT expenditures are not reflected in the CIO’s annual
budget. Indeed, CIOs overall estimate that 79% of IT
spending will be “inside” the IT budget (up slightly from
last year), but much digital innovation can and will be
funded outside the planned IT spending. In last year’s
survey, government ClOs reported at least 33% of IT
expenditures were being made by the business units,
outside the authority of the IT organization. The rise of
shadow IT in government leads Gartner to predict that
by 2017, more than 50% of technology procurements
initiated outside the IT department will not achieve
their intended benefits. From a risk perspective, IT staff



Figure 3. Changes in Government IT Budgets

Defense and
Intelligence

Federal and National

Government: All Geographies

Numbers may not total 100% due to rounding.
Source: Gartner (January 2015)

members bring practical experience in system integration
and in implementing IT-enabled business change,
and possess project management skills and contract
management expertise. In contrast, business units often
independently acquire and deploy new systems and
services without the proficiency or oversight needed to
successfully manage IT vendor performance or maintain
an asset for the duration of its contract.

This shift in the balance of power toward agency
business leaders — exacerbated by the rapid
consumerization and commoditization of IT — may
explain why government CIOs share a heightened
sense of risk and the need for greater agility at levels
similar to private sector ClOs (see Figure 4).

Rather than attempt to stifle or control the digital
innovation that is taking place in business units,
government CIOs must encourage these efforts and

State, Local and
Regional

» Decreasing
» Flat

u Increasing

All Other Industries

adopt customer support practices that reinforce a
collaborative approach to managing information
assets within their agencies, with other agencies and
the vendor community.

As the responsibility for duties that were previously
assigned solely to the CIO are distributed, the need for
central accountability does not diminish. The reality of
cloud-based “as-a-service” solutions that CIOs must
contend with requires establishing governance based
on a high degree of partnership and trust between IT
executives, agency leaders and citizens at large.

To manage enterprise risk, government CIOs and IT
leaders cannot rely on many of their past policies
and practices — including those with which they are
most familiar — that inhibit agility and innovation.
Rather, they need to apply new bimodal techniques
to sourcing and IT service delivery.

Gartner Report with VMWare and Carpathia

9



Digitization of Government Fueling “As a Service” Opportunity for Federal Systems Integrators

Figure 4. The Changing Nature of Risk

Government: All Regions

91%
85%

71%

MNew and Higher Risk Agility
Level of Risk Mgmt. Falling Increasingly
Behind Important

Source: Gartner (January 2015)

Recommendations:

* Evaluate and implement your top technology
priorities by using a bimodal IT approach to
maintain a stable, secure IT environment while
pursuing innovative projects that leverage cloud,
mobile, social and information analytics technol-
ogies and the Internet of Things.

¢ ldentify shadow IT expenditures and treat
them as a line item in the enterprise IT budget.
Facilitate collaborative governance practices
that allow business units to act as technology
startups while obtaining full value from IT invest-
ments and information assets for the enterprise.

*  Establish an innovation budget to formally facil-
itate “digital” experimentation.

All Other Industries

89%
82%

68%

MNew and Higher Risk Agility
Level of Risk Mgmt. Falling Increasingly
Behind Important

* Inform elected officials, agency executives and
project teams that the discipline of risk manage-
ment is falling behind the pace of digital change,
and tolerance for acceptable levels of risk must
increase. Foster innovation by obtaining consen-
sus that it is likely and acceptable if at least 10%
of exploratory and pilot projects fail to achieve
their intended goals.

Making the “Flip” From “Legacy
First” to “Digital First”

In relatively short order, cloud has moved from a
concept, to a possibility, to a viable option. For a small
minority of government ClIOs (9% for infrastructure
as a service [laaS], 12% for SaaS), cloud is now
in first position when a project comes along (see
Figure 5). At slightly lower rates than in the private
sector, government considers cloud alongside other
alternatives. Less than 20% of enterprises will not



consider cloud at all. SLR government entities tend
to favor SaaS offerings on an optional basis at the
highest rate among government tiers (57%). Federal
and national governments have a slight preference for
laaS as afirst choice (11%) when compared to SLR (7%).
Defense and intelligence agencies predominantly
place laaS and SaaS on the “exception” or “none” list.

Gartner believes that IT vendors are moving fast
in the direction of cloud-based service models,
and government agencies are becoming more
comfortable with cloud-based solutions for reasons
of subscription pricing and increased business agility.
For example, Australia, the United States and the
United Kingdom are aggressively pushing forward
with supporting cloud-first strategies. We recently
predicted that by 2015, 50% of all new independent
software vendors will be pure SaaS providers. This
trend will challenge traditional procurement practices

Figure 5. Cloud Adoption Lags in Government

Government: All Regions

51%

First Option

Exception None Other

mlaaS wnSaaS

Numbers may not total 100% due to rounding.
Source: Gartner (January 2015)

and expose government procurement channels to a
more diverse array of small and midsize businesses
than has been the case in the past.

2015 Action Item for Government CIOs:
+ Conduct a “cloud as first choice” evaluation for
all new IT investment planning.

Similarly, in the commercial sector, a significant
proportion of IT-intensive investments are designed
to work on mobile platforms, either as the primary or
secondary interface (see Figure 6). In government,
this should be especially true for citizen-facing
services. Yet government is developing citizen-facing
mobile interfaces at almost half the rate of other
industries (15% to 27%), with SLR government leading
the way at 19%. Notable examples of government
agencies that have embraced the use of mobile apps

All Other Industries
55%

First Option Exception None Other
1 SaasS

mlaasS
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to engage the public and improve service delivery are
the city of Montreal's citizen-developed apps found
on its open data portal, the Australian Government’s
Department of Human Services Express Plus mobile
apps and the U.S. National Oceanic and Atmospheric
Administration, National Ocean Service ocean- and
coast-related mobile apps.

Seventy-one percent of all CIOs surveyed indicate
there is a growing need for services that are highly
aware of, and adaptive to, their context of use, such
as the user’s location, preferences and usage history.
Clearly, this means selecting the right mobile app
integration architecture to access back-end systems.

Government ClOs should begin with the default
assumption that a public cloud option will be selected
when re-engineering current business processes or

designing new mobile services that are augmented
by context-aware interactions. While no causal
relationship between contextual mobile services
and public cloud is implied, in principle every
new investment or service, on every dimension
— including infrastructure — should incorporate
the most advanced position, rather than what has
served in the past. With cost, value and security
as top considerations, the most advanced position
available to government ClOs is delivering services
on public cloud (unless there is a reason not to).
Exceptions to a public cloud preference should
be documented, reviewed and approved by the
appropriate governance body.

When interrelated processes and services are
coordinated and delivered by multiple government,
nonprofit and commercial business organizations

Figure 6. Mobile Is the Secondary Interface for Citizen Services

Government: All Regions

38%

First Second

Minority None
m Customer-facing » Employee-facing

Numbers may not total 100% due to rounding.
Source: Gartner (January 2015)

All Other Industries

36% 36% 37%
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that are enabled by context-sensitive data integration
and exchange among mobile, big data analytics,
cloud, social media and the Internet of Things,
government performance and social outcomes will
be truly transformed. This end-to-end digitalization
of government processes and operations will make
it possible for multiple organizations — government,
private and nonprofit — to participate seamlessly in
the same value stream.

2015 Action Items for Government CIOs:
«  Make mobile the foundation of your digital gov-
ernment channel strategy.

¢ Increase mobile access to more business appli-
cations.

*«  Focus on mobile user experience design and the
effectiveness of end-to-end processes involving
a device and its context.

* Build a “Have we maximized contextualization
opportunities?” step into all planning.

Improving  business intelligence and analytic
capabilities continues to consume the attention of
ClOs across the board. Government ClOs are largely
in synch with the private sector when responding to
questions such as, “There is a shift in emphasis from
separate analytics to embedded analytics” (58% to
63%) and “There is a shift from backward-looking

reporting to forward-looking reporting (75% to 81%).

The opportunities to enhance government services
will increasingly involve unstructured, harder-to-
process information, such as multimedia and social
information. Given the rate of change in a digital
business environment, backward-looking reporting is
less and less valuable. Rather than attempt to optimize
based on past data, government CIOs need to
develop the capabilities to generate forward-looking
predictive analytics and combine this information
with data-led experimentation to create the future.

2015 Action Items for Government ClOs:
* Evaluate whether unstructured information is
adequately considered, and if not, take steps to
change this.

« Review with your agency executive leadership
teams how data can better inform policy devel-
opment or improve program outcomes.

Flip Value Leadership From What'’s
Visible to What’s Valuable

Government ClOs can make the value of IT come alive
to government leaders and citizens in the same way
that commercial entities see IT as the driving force in
what the business chooses to do and how it is done.
The business case for a government IT investment
usually includes a cost-benefit analysis along with
the stated intention to evaluate benefits realization
at an unspecified time postimplementation. Very few
organizations actually follow through on this intention.

In a world of IT-enabling process automation, weak
benefit realization is a problem. As Figure 7 shows,
penetration of good benefit realization is very low,
with only 4% of government CIOs consistently
executing sound harvesting practices, half the rate
as their industry counterparts. We know anecdotally
that, where benefit realization is a little more mature,
it relates to projects that are more certain, with
benefits that are easy to measure. Yet in another
part of the survey, 60% of ClIOs rated their enterprise
as strong at benefit realization for IT-intensive
investments. This reveals complacency about the
weak value management practices endemic to
modern businesses.

In a digital world, where value is complex, uncertain
and adaptive, this situation becomes critical. As
government institutions become more open and
transparent through the publishing of its data, anyone
with enough interest and aptitude will be able to
calculate the social value of government investments
and services.

Gartner Report with VMWare and Carpathia
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With respect to benefit realization and project success,
Gartner research shows sustained executive business
sponsorship must be personally invested and visibly
committed to the success through the entire project
life cycle from initiation to closing.

2015 Action Items for Government ClOs:
e Plan smartly, keeping not only cost but also all
forms of financial and strategic value in mind.

*  Execute with both task and value in mind. The
Gantt chart is critical, but do not forget the val-
ue focus, particularly when dealing with chang-
ing regulatory mandates or legislative priorities.

«  Fully harvest the benefits from IT-intensive in-
vestments after implementation as a matter of
due diligence.

As a general rule, aim for the optimal mix of effort
expended on value measurement and management
across the plan-execute-harvest benefit life cycle. For
example, if government ClOs estimate the distribution
of their agency’s plan-execute-harvest benefit
activities is 90-10-0, they should adjust PMO practices
to achieve a more balanced ratio such as 40-30-30.

Flip People Leadership From Con-
trol to Vision

Running an IT organization is a complex business,
and when we compare the 2011 and 2015 Gartner CIO
surveys, we find that the average CIO is spending
more, not less, time running the IT shop — 5% more,
or an extra day per month. But the survey data also
tells us that, all things being equal, CIOs with higher
performance as IT leaders spend significantly less
time running the IT shop and delegate some business
unit leader engagement to their IT management team
subordinates.

Figure 7. Penetration of Project Performance Metrics Is Less Developed in Government

Harvesting reviews, learning and
mechanisms to capture unplanned
benefit are all mature

Sponsor recommits to benefits, we
create a harvesting committee and
schedule harvesting reviews

We analyze the benefits realized and
consider whether we have provided the
platform to harvest the benefits or not

We hold postimplementation reviews to
review on time, on budget, in scope and
informally discuss value

We do nothing beyond delivering the
solution/project output

® Government: All Regions

Numbers may not total 100% due to rounding.
Source: Gartner (January 2015)
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ClOs in all industries must develop a leadership style
that is more vision-led, inspirational and collaborative.
Government ClIOs already know this. Seventy-three
percent of surveyed ClOs tell us they have changed
their leadership style over the past three years, and
75% say they must change it over the next three
years. This same percentage generally holds across
government in all geographies and tiers. In the Asia/
Pacific region, acknowledgment of the need to
change leadership style runs higher, at 88%.

Government ClOs recognize they need to focus on
developing and communicating their vision (40%)
and do more coaching while reducing the time spent
in command-and-control mode (60%; see Figure 8).

Figure 8. Leadership Style Considerations

Recommendations:

«  Become a bimodal CIO by formally assessing
your personal style and taking active steps to
reduce your command-and-control activities
to spend more time coaching staff (mentoring)
and on strategic planning. Recognize the im-
portance of emotional intelligence in this devel-
opment path.

*  Build strong working relationships with other
digital leaders, within and outside your agency.
Clearly define the executive roles and responsi-
bilities related to enterprise information manage-
ment and digital business strategy execution.

Government: All Regions

Biggest increase needed

Biggest decrease needed

All Other Industries

Biggest increase needed

Biggest decrease needed

m Commanding

» Visionary

» Affiliative

» Democratic Pace-Setting  mCoaching

Values represent the percentage of respondents and may not total 100% due to rounding.

Source: Gartner (January 2015)
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Digitization of Government Fueling “As a Service” Opportunity for Federal Systems Integrators

e As a succession planning strategy, delegate decisions so that you can focus on team build-
more authority to your top managers and grant ing and communicating how you envision IT en-
them increasing levels of responsibility based on abling the organization’s digital business needs.

prior performance or potential capability.
Appendix
*  Ensure you have a “COO of IT” — often a deputy 2015  Government CIO  Survey  Respondent
ClO or CTO — in place who can deal with all day- Demographics
to-day operations and development issues and

Table 1. 2015 Government CIO Survey

2015
Total Count ClOs 2,810
Government (Al 343

Government — Federal, National or International (FNI) | 125

Government — State, Local or Regional (SLR) 177

Government — Government Defense and Intelligence | 41
(D&D)

Source: Gartner (January 2015)

Table 2. 2015 Government CIO: By Region

FNI SLR D&l Total
Asia/Pacific 21 20 1 42
EMEA 59 39 10 108
Latin America 6 Ll O 17
North America 39 107 30 176
Unspecified Continent ) @) @) 0
Total 125 177 4 343
Source: Gartner (January 2015)




Evidence

This document and all the documents in this special report are primarily informed by the 2015 Gartner CIO
Survey. This survey was conducted during June, July and August 2014, and received responses from 2,810 ClOs
in 84 countries and all major industries, representing approximately $12.1 trillion in revenue/public-sector budgets
and $397 billion in IT spending.

'National Association of State Chief Information Officers, “Charting the Course: Leading Collaboration During
Uncertain Times,” 2014 State CIO Survey, September 2014.

Gartner Research Note GO0272499, Rick Howard, Jim Hocker, Poh-Ling Lee, 30 January 2015
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Digitization of Government Fueling “As a Service” Opportunity for Federal Systems Integrators

VMware vCloud® Government Service provided by Carpathia™

At A Glance

VMware vCloud® Government Service provided by
Carpathia™ (A QTS Company) is an enterprise-class,
FedRAMP-compliant hybrid cloud service built on the
award winning VMware vSphere® platform. vCloud
Government Service provides the U.S. government
the flexibility to seamlessly run new and existing ap-
plications in the cloud, on-premise, or both.

There are two vCloud Government Service offers
available - Dedicated Cloud and Virtual Private
Cloud. The architecture incorporates many of VM-
ware’s most advanced capabilities including VMware’s
network virtualization and security platform (VMware

* Secure — Secure cloud platform, with security con-
trols designed to meet the unique requirements of
government customers, most notably the FedRAMP
controls

e Ready to Run — Because vCloud Government
Service is built on the same platform - vSphere -
used in so many Federal data centers today, adopt-
ing this hybrid cloud service enables users to avoid
wholesale changes in training or architecture

e Enterprise Cloud for Government — vCloud
Government Service is a flexible environment that
empowers Federal agencies to move workloads

VMware vCloud
Government Service

Bring Your Own Tools

Web Console vCloud API

Bring Your Own VMs

vCloud Government Service

Bring Your Own Licenses

%

Infrastructure Hardware & Facllities

Customer
Components

VMware vCloud Government Service integrates with existing vSphere and vCloud Suite

environments

NSX™), storage and data migration (vSphere vMo-
tion®), vCloud Connector®, and vCloud Director®

Key Benefits

e Hybrid - True hybrid cloud solution where both on-
site and offsite IT environments run new and exist-
ing applications seamlessly

between on premise and the cloud with ease, and
leverage their existing investments in the software
defined data center. Many other cloud offerings are
engineered with the primary focus of next gener-
ation compute demands, but vCloud Government
Service enables Federal agencies to create and use
systems of the past, present, and future.



¢ Robust Security and Compliance — VMware vCloud
Government Service is a secure cloud platform that
enables customers to maintain security and data
protection that meets a broad range of regulations,
standards, and best practices including FedRAMP,
International Traffic Arms Regulations (ITAR), FIPS
140-2, ISO 27001:2005, and AT 101 SOC Type 2.

* Efficiency and Manageability — Agencies can write,
deploy, and manage applications in the cloud in the
same way they do today, without making any chang-
es or additional investments. With management tools
consistent across on premise and cloud environments,
you can accelerate application deployments, stream-
line the deployment and update process, leverage
pre-built components, and reuse application models
across environments, and clouds.

¢ Seamless Network Integration — vCloud Government
Service is built on a virtualized network that is quickly
customizable to support your application and security
needs. Network virtualization allows you to configure
your firewalls and network as if they were in your own
data center so that you can replicate the network your
applications need to operate. Get common identity
and access management across your onsite and off-
site cloud locations.

e Comprehensive Ecosystem — VMware's extensive
market-leading ecosystem of systems integrators,
solution providers, and channel partners provide our
government customers the flexibility to work with
best-of-breed organizations on their hybrid cloud ini-
tiatives, including many they already know and trust.
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Digitization of Government Fueling “As a Service” Opportunity for Federal Systems Integrators

Support for Your Federally Compliant Cloud Solutions from QTS

Leveraging VMware vCloud® Government Service
provided by Carpathia™ (A QTS Company) to build,
deploy and manage cloud-based solutions for fed-
eral customers provides a wide range of benefits -
most notably the ability to accelerate time to value
by mirroring the same VMware technology that is al-
ready being successfully used in many agencies to-
day. Leveraging an Infrastructure-as-a-Service (laaS)
solution that has already received FedRAMP authori-
zation also provides speed to market.

But what if the solution you've architected for your
federal customers extends beyond the cloud, requir-
ing network, servers or storage to be hosted in a fed-
erally compliant and secure facility to ensure high
performance and availability?

QTS can help. Our Vault Campus is home to two of
the most physically secure and federally compliant
data centers in the industry, and can provide you with
the supporting IT infrastructure, access and connec-
tivity you need to deliver comprehensive solutions to
the federal government.

The QTS Difference

¢ Premium Facility: The Vault Campus — The Vault
Campus is home to a 64,000 sq. ft.,, 7.3-megawatt,
LEED® Silver certified data center delivering coloca-
tion, managed and cloud services requiring FISMA,
DIACAP and FedRAMP compliance. Located just 29
miles from the White House and 4.5 miles from Dulles
International Airport, accessibility unmatched.

In fact, it’s the only commercial data center of its

kind located within 50 miles of Washington D.C.

If you need to house supporting IT infrastructure in
a compliant and secure facility, look no further. The
Vault Campus was constructed from the ground up
to meet a superset of federal security mandates
and is backed by a defense-in-depth strategy for
comprehensive physical, network and policy-based
security, assuring customers that even their most
sensitive data will remain secure.

* Proximity to vCloud Government Service — vCloud
Government Service is built within the Vault Campus
and monitored 24x7x365 by QTS's experienced
support team. By colocating your IT infrastructure
in close proximity to vCloud Government Service,
you'll enjoy low latency, superior carrier/network
connectivity and seamless extension to the cloud.
Plus, you'll enjoy the very same access to QTS’s
24x7x365 support team.

¢ Managed Services Capabilities — Do you need
managed services capabilities to complement your
existing solution? QTS’s managed network load bal-
ancer, firewall and intrusion protection solutions,
along with monitoring and logging services, allow
you to take advantage of enhanced performance
and security services capabilities across your host-
ed infrastructure. Our high-performance SAN, NAS,
BackUp and Disaster Recovery solutions are de-
signed so that you can ensure your data is protect-
ed and readily accessible.

e Compliance Expertise — With more than 20 years
of experience delivering compliant IT solutions,
QTS has in-depth knowledge and experience with
government compliance. In addition to operating
some of the most secure and compliant facilities in
the world, we have achieved more than 50+ ATOs
across civilian, defense and intelligence agencies.
Our team can help you streamline the ATO process
- reducing costs and increasing time to value for
your solution.

Interested in learning more about how we can
partner together to deliver on federal missions?
Carahsoft has simplified your procurement process
by serving as a one-stop-shop for both vCloud
Government Service and QTS services. Visit
vmware.carpathia.com to learn more.


http://vmware.carpathia.com

About VMware

VMware is a leader in cloud infrastructure and business mobility. Built on VMware’s industry-leading virtualization technol-
ogy, our solutions deliver a brave new model of IT that is fluid, instant and more secure. Customers can innovate faster by
rapidly developing, automatically delivering and more safely consuming any application. With 2014 revenues of $6 billion,
VMware has more than 500,000 customers and 75,000 partners. The company is headquartered in Silicon Valley with offices

throughout the world and can be found online at www.vmware.com.

VMware, AirWatch, vCloud Air and VMware Horizon are registered trademarks or trademarks of VMware, Inc. in the United
States and other jurisdictions. The use of the word “partner” or “partnership” does not imply a legal partnership relationship

between VMware and any other company.

About QTS

QTS Realty Trust, Inc. (NYSE: QTS) is a leading provider of secure, compliant data center solutions, hybrid cloud and ful-
ly managed services. QTS’ integrated technology service platform of custom data center (C1), colocation (C2) and cloud
and managed services (C3) provides flexible, scalable, secure IT solutions for web and IT applications. QTS’ Critical Facilities
Management (CFM) provides increased efficiency and greater performance for third-party data center owners and operators.
QTS owns, operates or manages 24 data centers and supports more than 1,000 customers in North America, Europe and
Asia Pacific. For more information, please visit www.gtsdatacenters.com, call toll-free 877.QTS.DATA or follow us on Twitter
@DataCenters_QTS.
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